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About Us
NVIDIA Product Security Tools

Jessica Butler
NVIDIA Product Security

Tools Development
jessicab@nvidia.comAdam Wallis

NVIDIA Product Security Tools 
Development

awallis@nvidia.com

mailto:jessicab@nvidia.com
mailto:awallis@nvidia.com
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Intro
Moving the Ball Forward

Foe - Security’s Bad Reputation

Tools Developers Need & WANT

Friend - Delivering Actionable Results

Integrating Security into Speed of Light Culture

DEMO 1 - GitHub built-in vulnerability detection

DEMO 2 - pipeline vulnerability detection using Safety

DEMO 3 - more advanced configuration using Clair

DEMO 4 - integrating external scanning tools like WhiteSource BOLT
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Security’s Bad Rep

Design

Requirements

DevelopTest

Deploy/Ship

Monitor

STOP: 
Release 

Checklist

Developer: ‘Release is scheduled in 3 
days. Can you drop everything and 
help me now?!’
Security: ‘Sure, I’m not doing 
anything else right now. Usually I just 
sit around waiting for these types of 
reactive requests. :) BTW, there will 
probably be issues and you won’t 
have time to fix them...’

https://gunshowcomic.com/648
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Tools Developers Need
… & WANT!

Findings examples

Open Source Security Vulnerable Open Source 
Software (OSS) Dependencies 

Static Analysis (SAST) source code defects

Sensitive Material Detection detect passwords, profanity, 
porn

Dynamic Analysis (DAST) input/output and configuration 
issues, unused ports

Container Scanning detect vulnerabilities in image
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Delivering Actionable Results
Typical developer workflow using pipeline

Develop
Unit Test

Integration Test

Code Review
Merge!

Scan after merge?

Scan after code review?

Scan after integration tests?

Scan after unit tests?

Integrate into PIPELINE!!
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MONITOR

Continuous 

tracking and 

alerting

CONFIG

Platform 

dependencies

RELEASE

Release 

tracking

PKG

Build defined 

components

BUILD

Commit 

triggered 

scanning

CODE

Open Source 

screening

Speed of LightINTEGRATING FOR 
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DEMO 1
GitHub built-in vulnerability 

detection 
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GitHub Vulnerability Detection
How to Enable
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DEMO 2
Pipeline vulnerability 

detection using Safety



12 

Github + Azure Pipelines + Python Safety
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Add Security Check to Azure Pipeline
Add Vulnerability CheckCreate Azure Pipeline
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DEMO 3
GitLab container scanning 

with Clair
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Container Scanning with Gitlab
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Add Container Scanning to Gitlab Pipeline

Create Gitlab Pipeline Add Security Scanning
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DEMO 4
Using external scanning tools 

like WhiteSource BOLT
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Automated Issue Creation for Vulnerabilities
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Issue Detail with Optional Automated PR
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Summary
Shift your security left to move the ball forward!

● Easily enable Open Source vulnerability detection using GitHub & dependebot!
○ Github Built In security: https://github.com/adawalli/first-basic

● Try Out Safety for Python and Add it to an Azure DevOps pipeline
○ Github + Azure + Safety Package: https://github.com/adawalli/first-safety

● Scanning containers with Clair is as simple as adding a single line!
○ Gitlab + Clair Container Scanning: https://gitlab.com/adawalli/first-clair

● Transitive dependency vulnerability detection is delivered with WhiteSource Bolt
○ Github + Whitesource Bolt: https://github.com/adawalli/first-bolt

https://github.com/adawalli/first-basic
https://github.com/adawalli/first-safety
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Technologies Used In Demo

● Whitesource Bolt
○ https://bolt.whitesourcesoftware.com/

● Whitesource Unified Agent
○ https://www.whitesourcesoftware.com/free-trial-request/

● Python Safety Package
○ https://github.com/pyupio/safety

● Azure Pipelines
○ https://azure.microsoft.com/en-us/services/devops/pipelines/

● Github Security
○ https://github.com/security

● Gitlab + Clair
○ https://docs.gitlab.com/ee/user/application_security/container_scanning/

https://bolt.whitesourcesoftware.com/
https://github.com/pyupio/safety
https://azure.microsoft.com/en-us/services/devops/pipelines/
https://github.com/security
https://docs.gitlab.com/ee/user/application_security/container_scanning/
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THANK YOU!

We love chatting with other Security Tools developers to 
knowledge share. Please contact us if you’re interested in 
learning more or sharing!!

awallis@nvidia.com

jessicab@nvidia.com

Comments, Questions, Follow-UP!

mailto:awallis@nvidia.com
mailto:jessicab@nvidia.com



